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Deux étudiants au Combridge a trouvé un moyen de voler les clés secrets d'une carte IBM 4758, qui sont utilisés notammenet dans les Distributeurs -Automatique-des-Billets.





D'après eux :





We are able, by a mixture of sleight-of-hand and raw processing power, to persuade an IBM 4758 running IBM's ATM (cash machine) support software called the "Common Cryptographic Architecture" (CCA) to export any and this program's DES and 3DES keys to us. All we need is:





* about 20 minutes uninterrupted access to the device


* one person's ability to use the Combine_Key_Parts permission


* a standard off-the-shelf $995 FPGA evaluation board from Altera


* about two days of "cracking" time





Euh, comment dire, à vos claviers ?





Source : Bugtraq.
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