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Bonjour tout le monde.



Voila un petit mail recu sur une de mes adresses (malheureusement pour l'auteur/arnaqueur), ce n'était pas sur l'adresse liée à un compte paypal :



----------------------------------------------

Dear Sir,



PayPal is committed to maintaining a safe environment for its community of

buyers and sellers. To protect the security of your account, PayPal employs

some of the most advanced security systems in the world and our anti-fraud

teams regularly screen the PayPal system for unusual activity.



Recently, our Account Review Team identified some unusual activity in your

account. In accordance with PayPal's User Agreement and to ensure that your

account has not been compromised, access to your account was limited. Your

account access will remain limited until this issue has been resolved. This

is a fraud prevention measure meant to ensure that your account is not

compromised.



In order to secure your account and quickly restore full access, we may

require some specific information from you for the following reason:



We would like to ensure that your account was not accessed by an

unauthorized third party. Because protecting the security of your account

is our primary concern, we have limited access to sensitive PayPal account

features. We understand that this may be an inconvenience but please

understand that this temporary limitation is for your protection.



Case ID Number: PP-046-631-789

We encourage you to log in and restore full access as soon as possible.

Should access to your account remain limited for an extended period of

time, it may result in further limitations on the use of your account or

may result in eventual account closure.



Thank you for your prompt attention to this matter. Please understand that

this is a security measure meant to help protect you and your account. We

apologize for any inconvenience.





To keep your account active, click here:

http://www.paypal.com/cgi-bin/webscr?cmd=p/gen/accounts-outs(...)





Sincerely,

PayPal Account Review Department





PayPal Email ID PP576

-----------------------------------------



Evidement, c'est une vieille ruse de sioux (enfin pas très malin le sioux quand meme) pour chopper des login/mot de passe d'account Papyal puisque le lien pointe vers :

http://www.emanuel2.com/webscr.php?cmd=LogIn



Le nom de domaine donne dans Whois :

Domain Name.......... emanuel2.com

  Creation Date........ 2006-02-23

  Registration Date.... 2006-02-23

  Expiry Date.......... 2007-02-23

  Organisation Name.... Elise Maglio

  Organisation Address. P O Box 99800

  Organisation Address. 

  Organisation Address. EmeryVille

  Organisation Address. 94662

  Organisation Address. CA

  Organisation Address. US



Admin Name........... PrivateRegContact Admin

  Admin Address........ P O Box 99800

  Admin Address........ 

  Admin Address........ EmeryVille

  Admin Address........ 94662

  Admin Address........ CA

  Admin Address........ US

  Admin Email.......... contact@myprivateregistration.com

  Admin Phone.......... +1.5105952002

  Admin Fax............ 



Tech Name............ PrivateRegContact TECH

  Tech Address......... P O Box 99800

  Tech Address......... 

  Tech Address......... EmeryVille

  Tech Address......... 94662

  Tech Address......... CA

  Tech Address......... US

  Tech Email........... contact@myprivateregistration.com

  Tech Phone........... +1.5105952002

  Tech Fax............. 

  Name Server.......... yns1.yahoo.com

  Name Server.......... yns2.yahoo.com



Donc faites gaffe à vos compte Paypal.



Petite question en passant. Y'a-t-il des moyens légaux de lui pourrir la tete/son site.



Merci et à bientôt.
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