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Bonjour,





Je suis en train de configurer grsecurity et pax sur un kernel 2.6.19.2. Je lance paxtest pour voire les progressions mais il y a 4 vulnérabilités que je n'arrive pas à écarter. Voici le résultat de ./paxtest blackhat :





PaXtest - Copyright(c) 2003,2004 by Peter Busser <peter@adamantix.org>


Released under the GNU Public Licence version 2 or later





Mode: blackhat


Linux Viki 2.6.19.2-grsec #7 Mon Jul 23 18:07:29 CEST 2007 i686 GNU/Linux





Executable anonymous mapping             : Killed


Executable bss                           : Killed


Executable data                          : Killed


Executable heap                          : Killed


Executable stack                         : Killed


Executable anonymous mapping (mprotect)  : Killed


Executable bss (mprotect)                : Killed


Executable data (mprotect)               : Killed


Executable heap (mprotect)               : Killed


Executable shared library bss (mprotect) : Killed


Executable shared library data (mprotect): Killed


Executable stack (mprotect)              : Killed


Anonymous mapping randomisation test     : 18 bits (guessed)


Heap randomisation test (ET_EXEC)        : 5 bits (guessed)


Heap randomisation test (ET_DYN)         : 15 bits (guessed)


Main executable randomisation (ET_EXEC)  : No randomisation


Main executable randomisation (ET_DYN)   : 15 bits (guessed)


Shared library randomisation test        : 15 bits (guessed)


Stack randomisation test (SEGMEXEC)      : 24 bits (guessed)


Stack randomisation test (PAGEEXEC)      : 24 bits (guessed)


Return to function (strcpy)              : Vulnerable


Return to function (strcpy, RANDEXEC)    : Vulnerable


Return to function (memcpy)              : Vulnerable


Return to function (memcpy, RANDEXEC)    : Vulnerable


Executable shared library bss            : Killed


Executable shared library data           : Killed


Writable text segments                   : Killed









La machine tourne sous Debian etch. Voici un lien vers mon .config : http://ns37076.ovh.net/trash/henry-nicolas/config-2.6.19.2-g(...) 


Si quelqu'un sait ce que je dois faire pour améliorer ça, ce serait sympa de m'aider.
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